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About the SDK Reference Guide

This document describes how to use the Luna SDK to create applications that interact with Luna HSMs. It contains the
following chapters:

e "Luna SDK Overview" on page 17

e "PKCS#11 Support" on page 25

* "Extensions to PKCS#11" on page 31
e "Supported Mechanisms" on page 46

e "Using the Luna SDK" on page 288

* "Design Considerations" on page 305
e "JavaInterfaces" on page 342

* "Microsoft Interfaces" on page 366
This preface also includes the following information about this document:
e "Customer Release Notes" on page 13
e "Audience" on page 13

e "Document Conventions" on page 14

e "Support Contacts" on page 15

For information regarding the document status and revision history, see "Document Information" on page 2.

The customer release notes (CRN) provide important information about this release that is not included in the customer
documentation. It is strongly recommended that you read the CRN to fully understand the capabilities, limitations, and
known issues for this release. You can view or download the latest version of the CRN for this release at the following
location:

e http://www.securedbysafenet.com/releasenotes/luna/crm_luna_hsm_6-0.pdf

This document is intended for personnel responsible for maintaining your organization's security infrastructure. This
includes Luna HSM users and security officers, key manager administrators, and network administrators.

All products manufactured and distributed by SafeNet, Inc. are designed to be installed, operated, and maintained by
personnel who have the knowledge, training, and qualifications required to safely perform the tasks assigned to them.
The information, processes, and procedures contained in this document are intended for use by trained and qualified
personnel only.

It is assumed that the users of this document are proficient with security concepts.
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PREFACE About the SDK Reference Guide

This document uses standard conventions for describing the user interface and for alerting you to important information.

Notes are used to alert you to important or helpful information. They use the following format:

@ Note: Take note. Contains important or helpful information.

Cautions are used to alert you to important information that may help prevent unexpected results or data loss. They use
the following format:

CAUTION: Exercise caution. Contains important information that may help prevent
unexpected results or data loss.

Warnings are used to alert you to the potential for catastrophic data loss or personal injury. They use the following
format:

WARNING! Be extremely careful and obey all safety and security measures. In this
situation you might do something that could result in catastrophic data loss or
personal injury.

Format Convention

bold The bold attribute is used to indicate the following:

¢ Command-line commands and options (Type dir /p.)

*  Button names (Click Save As.)

¢ Check box and radio button names (Select the Print Duplex check box.)

» Dialog box titles (On the Protect Document dialog box, click Yes.)

* Field names (User Name: Enter the name of the user.)

*  Menu names (On the File menu, click Save.) (Click Menu > Go To > Folders.)
e Userinput (In the Date box, type April 1.)

italics In type, the italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

<variable> In command descriptions, angle brackets represent variables. You must substitute a value for
command line arguments that are enclosed in angle brackets.

Luna PCI-E SDK Reference Guide
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PREFACE About the SDK Reference Guide

Format

Convention

[optional]
[<optional>]

Represent optional keywords or <variables> in a command line description. Optionally enter the
keyword or <variable> that is enclosed in square brackets, if it is necessary or desirable to
complete the task.

{alb|c}
{<a>|<b>|<c>}

Represent required alternate keywords or <variables> in a command line description. You must
choose one command line argument enclosed within the braces. Choices are separated by vertical
(OR) bars.

[alblc]
[<a>|<b>|<c>]

Represent optional alternate keywords or variables in a command line description. Choose one
command line argument enclosed within the braces, if desired. Choices are separated by vertical
(OR) bars.

Contact method Contact

Address SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017
USA

Phone Global +1410-931-7520
Australia 1800.020.183
China (86) 10 8851 9191
France 0825 341000
Germany 01803 7246269
India 000.800.100.4290
Netherlands 0800.022.2996
New Zealand 0800.440.359

Portugal 800.1302.029
Singapore 800.863.499
Spain 900.938.717
Sweden 020.791.028
Switzerland 0800.564.849
United Kingdom 0800.056.3158
United States (800) 545-6608
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PREFACE About the SDK Reference Guide

Contact method Contact
Web www.safenet-inc.com
Support and Downloads www.safenet-inc.com/support

Provides access to the SafeNet Knowledge Base and quick downloads for
various products.

Technical Support Customer | https://serviceportal.safenet-inc.com

Portal Existing customers with a Technical Support Customer Portal account can log in
to manage incidents, get the latest software upgrades, and access the SafeNet
Knowledge Base.
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Luna SDK Overview

This chapter provides an overview of the Luna Software Development Kit (SDK), a development platform you can use
to integrate a SafeNet Luna HSM into your application or system. It contains the following topics:

"Supported Cryptographic Algorithms" on page 17

"Application Programmer’s Interface (API) Overview" on page 19
"What Does 'Supported' Mean?" on page 21

"Frequently Asked Questions" on page 21

The K6 Cryptographic engine supports cryptographic algorithms that include:

RSA

DSA

Diffie-Hellman

DES and triple DES
MD2 and MD5
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
RC2, RC4 and RC5
AES

PBE

ECC

ECIES

ARIA, SEED

The major API provided with Luna Product Software Development Kit conforms to RSA Laboratories' Public-Key
Cryptography Standards #11 (PKCS #11) v2.20. A set of API services (called PKCS #11 Extensions) designed by
SafeNet, augments the services provided by PKCS#11. The APl is alibrary —a DLL in Windows, a shared object in
Solaris, AlX and Linux, a shared library in HP-UX — called Chrystoki. Applications wanting to use token services must
connect with Chrystoki.

In addition, support is provided for Microsoft’s cryptographic APIs (CAPI/CNG) and Oracle’s Java Security API.

The extensions to each API| enable optimum use of SafeNet Luna hardware for commonly used calls and functions,
where the unaugmented AP| would tend to use software, or to make generic, non-optimized use of available HSMs.
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CHAPTER 1 Luna SDK Overview

Table 1: Luna libraries by platform

Platform Key name Libraries

Windows LibNT X:\Program Files\SafeNet\LunaClient\cryptoki.dll

X:\Program Files\SafeNet\LunaClient\cklog201.dll

X:\Program Files\SafeNet\LunaClient\shim.dl|

X:\Program Files\SafeNet\LunaClient\LunaCSP\LunaCSP.dll

C:\WINDOWS\system32\SafeNetKSP.dll

Solaris (32-bit) LibUNIX /opt/safenet/lunaclient/lib/libCryptoki2.so

/opt/safenet/lunaclient/lib/libcklog2.so

/opt/safenet/lunaclient/lib/libshim.so

Solaris (64-bit) LibUNIX64 /opt/safenet/lunaclient/lib/libCryptoki2_64.so

/opt/safenet/lunaclient/lib/libcklog2.so

/opt/safenet/lunaclient/lib/libshim_64.so

Linux (64-bit) LibUNIX lusr/safenet/lunaclient/lib/libCryptoki2.so

/usr/safenet/lunaclient/lib/libcklog2.so

lusr/safenet/lunaclient/lib/libshim.so

Linux (64-bit) LibUNIX64 lusr/safenet/lunaclient/lib/libCryptoki2_64.so

/usr/safenet/lunaclient/lib/libcklog2.so

/usr/safenet/lunaclient/lib/libshim_64.so

HP-UX (32-bit and 64-bit) | LibHPUX /opt/safenet/lunaclient/lib/libCryptoki2.sl

/opt/safenet/lunaclient/lib/libCryptoki2_64.sl

/opt/safenet/lunaclient//lib/libcklog2.sl

/opt/safenet/lunaclient/lib/libshim.sl

AIX (32-bit and 64-bit) LibAIX /usr/safenet/lunaclient/lib/libCryptoki2.so

/usr/safenet/lunaclient/lib/libCryptoki2_64.so

/usr/safenet/lunaclient/lib/libcklog2.so

lusr/safenet/lunaclient/lib/libshim.so

Included with Luna Product Software Development Kit is a sample application — and the source code — to accelerate
integration of SafeNet’s Luna cryptographic engine into your system.
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CHAPTER 1 Luna SDK Overview

Note: To reduce development or adaptation time, you may re-distribute the salogin program to
customers who use Luna SA, in accordance with the terms of the End User License
Agreement. However, you may not re-distribute the Luna Software Development Kit itself.

The major API provided with Luna Product Software Development Kit conforms to RSA Laboratories' Public-Key
Cryptography Standards #11 (PKCS #11) v2.20, as described in "PKCS#11 Support" on page 25. A set of API services
(called PKCS #11 Extensions) designed by SafeNet, augments the services provided by PKCS#11, as described in
"Extensions to PKCS#11" on page 31. The extensions to each API enable optimum use of SafeNet Luna hardware for
commonly used calls and functions, where the unaugmented API would tend to use software, or to make generic, non-
optimized use of available HSMs.

In addition, support is provided for Microsoft’s cryptographic APIs (CAPI/CNG) (see "Microsoft Interfaces" on page 366
and Oracle’s Java Security API (see "Java Interfaces" on page 342).

The APl is alibrary —a DLL in Windows, a shared object in Solaris, AlX and Linux, a shared library in HP-UX — called
Chrystoki. Applications wanting to use token services must connect with Chrystoki.

Table 1: Luna libraries by platform

Platform

Key name

Libraries

Windows

LIibNT

X:\Program Files\SafeNet\LunaClient\cryptoki.dll

X:\Program Files\SafeNet\LunaClient\cklog201.dll

X:\Program Files\SafeNet\LunaClient\shim.dl|

X:\Program Files\SafeNet\LunaClient\LunaCSP\LunaCSP.dll

C:\WINDOWS\system32\SafeNetKSP.dll

Solaris (32-bit)

LibUNIX

/opt/safenet/lunaclient/lib/libCryptoki2.so

/opt/safenet/lunaclient/lib/libcklog2.so

/opt/safenet/lunaclient/lib/libshim.so

Solaris (64-bit)

LibUNIX64

/opt/safenet/lunaclient/lib/libCryptoki2_64.so

/opt/safenet/lunaclient/lib/libcklog2.so

/opt/safenet/lunaclient/lib/libshim_64.so

Linux (64-bit)

LibUNIX

lusr/safenet/lunaclient/lib/libCryptoki2.so

/usr/safenet/lunaclient/lib/libcklog2.so

lusr/safenet/lunaclient/lib/libshim.so
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Platform

Key name

Libraries

Linux (64-bit)

LibUNIX64

/usr/safenet/lunaclient/lib/libCryptoki2_64.so

/usr/safenet/lunaclient/lib/libcklog2.so

/usr/safenet/lunaclient/lib/libshim_64.so

HP-UX (32-bit and 64-bit) | LibHPUX

/opt/safenet/lunaclient/lib/libCryptoki2.sl

/opt/safenet/lunaclient/lib/libCryptoki2_64.sl

/opt/safenet/lunaclient//lib/libcklog2.sl

/opt/safenet/lunaclient/lib/libshim.sl

AlX (32-bit and 64-bit) LibAIX

/usr/safenet/lunaclient/lib/libCryptoki2.so

/usr/safenet/lunaclient/lib/libCryptoki2_64.so

/usr/safenet/lunaclient/lib/libcklog2.so

/usr/safenet/lunaclient/lib/libshim.so

Included with Luna Product Software Development Kit is a sample application — and the source code — to accelerate
integration of SafeNet’s Luna cryptographic engine into your system.

Note: To reduce development or adaptation time, you may re-distribute the salogin program to
customers who use Luna SA, in accordance with the terms of the End User License

Agreement. However, you may not re-distribute the Luna Software Development Kit itself.

When RSA keys are generated, ‘p’ and ‘q’ components are generated which, theoretically, could be of considerably

different sizes.

Unwrapping
The Luna SA HSM allows RSA private keys to be unwrapped onto the HSM where the lengths of the ‘p’ and ‘q’
components are unequal. Because the effective strength of an RSA key pair is determined by the length of the shorter
component, choosing ‘p’ and ‘q’ to be of equal length provides the maximum strength from the generated key pair. If
your application is designed to generate key pairs that will be unwrapped onto the HSM, care should be taken in
choosing the lengths of the 'p' and 'q' components such that they differ by no more than 15%.

Generation

Where you are generating RSA private keys within the HSM, the HSM enforces that ‘p’ and ‘q’ be equal in size, to the

byte level.
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A Note About the Shim

The Client install includes a shim library to support PKCS#11 integration with various third-party products. You should
have no need for this shim library in your development. If for some reason you determine that you need the shim,
Chrystoki supports it.

With the exception of some generic items that (for example) might need to be set in Windows when installing CSP,
KSP, or Java, we do not include a list of integrations in the main product documentation.

Instead, you can check with the www.safenet-inc.com website for third-party applications that have been integrated
and tested with Luna HSMs by our Integrations group. That group is constantly testing and updating third-party
integrations and publishing notes and instructions to help you integrate our HSMs with your applications.

As a general rule, if a specific version of an application and a specific version of a Luna HSM product are mentioned in
an Integration document, then those items will definitely work together. A newer version of the Luna HSM or its
attendant software is most likely to work with the indicated application without problem. We take care, for several
generations of a given HSM product, to not break working relationships, though eventually it might happen that very old
versions of third-party software and systems can no longer be supported. One thing that can sometimes happen is that
we update HSM firmware to include newer algorithms, and to exclude older algorithms or key sizes that no longer meet
industry-accepted standards (like NIST, Common Criteria, etc.).

A newer version of a third-party software might, or might not work with Luna HSMs that were tested to work with a
specific earlier version of the same software. This is because some vendors make changes in their products that
require new adaptation or at least new configuration instructions. If this happens to you, SafeNet Customer Support or
Sales Engineering is usually happy to work with you to find a solution - both to support you as one of our customers and
to have a revised/new integration that can be added to our portfolio.

Check the website or contact SafeNet Customer Support for the latest list of third-party applications that are tested and
supported with Luna HSMs.

In many cases, third-party application vendors see a need to integrate their application with Luna products. In those
cases, the third-party company performs the integration and testing, and also provides the support for the integrated
solution to their customers (including you). For integrations not listed by SafeNet, please contact the application vendor
for current information.

Similarly some value-added resellers and custom/third-party integrators or consultants might have performed specific
integrations of Luna HSMs for the benefit of their specific customers. If you have purchased services or product from
such a supplier, you will need to contact them for support of such integrations.

Third-party-tested integrations are not listed here or on the SafeNet website library of integration documents because
we have not verified them in our own labs. If you call SafeNet Support regarding use of our product with an application
that we have not integrated, you will be asked to contact the third party that performed the integration.

This section provides additional information by answering questions that are frequently asked by our customers.
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A Luna HSM could be a Certificate Authority (CA) within your organization, and would operate in parallel with a Key
Manager. It is normally the Key Manager that requests service from a CA, and not the other way around. For example,
the Key Manager might generate an RSA key pair for an endpoint to use for authentication. The KM would then go to its
associated CA and request a certificate for the public key.

The other typical use case for a KM looking to a CA for service is for confirming certificate validity, either through CRLs
or OCSP.

In general, the HSM keeps keys safe within its confines, and exports only metadata about the contained objects. The
metadata allows the KM or an integrated application to refer to the keys and objects within the HSM, when invoking
cryptographic operations by the HSM, but not to touch the actual keys or objects themselves.

A CA's private key(s) are extremely valuable and often are used only by a CA application operating on a stand-alone
server or one on a very minimally-connected subnet. Backup is normally done to a small form factor HSM that can then
be locked away in a safe.

The issue is a common one and it arises because the CBC padding scheme requires an extra padding block (8 bytes),
with all bytes having the hex value 8, to be appended if the length of the original plaintext is a multiple of the cipher’s
block length. Another format issue often comes up as well since encrypted data does not generally represent well as
decimal digits.

We suggest one of two options:

1. You can set up a shadow table to hold the encrypted PANs. The shadow table schema can then be set up fora
sufficient number of hex numerals to hold the padded data or just make that field a binary blob. This takes some
coding on your part, and the plaintext PANs would be retrieved into a dynamic view, rather than back into the “real”
table, to protect their confidentiality. You should do this only if there is a hard requirement to use Luna HSM, such
as certification.

2. Alternatively, you can switch to DataSecure. It has tokenization support and is, in general, designed for DB
security.

The certificate always has an MD5 hash in it. Configure LunaCSP algorithm registration such that MD5 hashing is
performed in software. For example:

# register.exe /algorithms

If you want to integrate your C# application with Luna HSM 5.x using PKCS#11 calls, rather than using Microsoft CAPI
or CNG, then you might consider using "ncryptoki". At the time this note is being written, we have not created anything
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formal, but we have worked with some customers who are successfully using "ncryptoki” for that purpose.

Keep an eye on the Safenet C3 website, or ask your SafeNet technical representatives if anything new has been
added. Or, you could engage SafeNet Professional Services for formal assistance with your project.

Yes, it's a basic requirement.

If you have concerns, you might wish to verify if Luna HSMs' (and our API's) handling of data objects are conducive to
the operation of your intended application(s). Luna API generally places no restrictions on whether data objects can be
private or not. We understand that, in the past, some competitors' modules might have allowed only public data objects,
if that was the basis of your question.

However, one concern that might arise is Java.

Java offers no support for data objects, and so we do not support them with the LunaProvider. Unexpected results can
occur with Luna JCA if a data object is present in a partition. This might be the case if you attempt to use an application
that uses the CSP, and then the JSP accesses the same partition. CSP inherently creates a data object for its own
purposes.

Therefore, keep CSP and JSP clients tied to separate partitions. Generally do not allow JSP to connect to a partition
that contains a data object, regardless of the source - Java (and therefore JSP) doesn't know what to do with it.

If your application scenario really does demand the use of both the Microsoft Cryptographic Provider and Java against a
common partition, then consider upgrading/updating to Microsoft CNG and use our KSP, which does not inherently
create a data object, and so would not cause conflict of that sort.

CKM_SHAxxx_RSA_PKCS is a PKCS#11 mechanism, not a Java method.

For PKCS#11 the digest operation is done within the HSM if that mechanism is called.
For Java, digests are done in software.

So, for that other vendor's product, you need to enter the additional credentials every time you need to issue a
certificate? That seems a bit restrictive.

"Allow administrator interaction..." actually means "Allow administrator interaction if the underlying KSP requires it".

The Windows operating system passes a Windows handle that the KSP can use to render any GUI designed by a
vendor (SafeNet or some other vendor).

Somewhere in the process a KSP reports that it can (or cannot) interact with the GUI so the application will (or will not)
request GUI interaction; that is, pass a window handle to the KSP.

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 1 Luna SDK Overview

So, the <competitor product> KSP expects a window handle - implying hands-on action by an administrator, each time -
whereas SafeNetKsp ignores the handle (if one was provided).

SafeNet's KSP was designed to register partitions ahead of time. SafeNet Luna HSMs can be Activated, which caches
the administrative and enabling credentials, such that only the partition challenge (text string) is needed, which can be
passed by your application without need for GUI interaction. Furthermore, Luna SA can "AutoActivate" partitions, which
allows cached ("Activated") partition credentials to be retained through power interruptions as long as 2 hours in
duration.

For Luna HSMs, as long as the user is registered in the KSP utility, and the partition is activated, the "Allow
administrator interaction..." check box (checked or not checked ) does not impose any additional, ongoing,
authentication requirements -- no additional prompts for credentials from the GUI. After initial setup and Activation, the
Luna HSM knows what to do, and doesn't need to pester you.

For root CAs, on the other hand, you always have the option of not activating the partition, so PED interaction would
always be required to ensure close supervision for each use of the private key.
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PKCS#11 Support

This chapter describes the PKCS#11 support provided by the Luna SDK. It contains the following topics:
« "PKCS#11 Compliance" on page 25
e "Using the PKCS#11 Sample" on page 28

This section shows the compliance of Luna Software Development Kit HSM products to the PKCS#11 standard, with
reference to particular versions of the standard. The text of the standard is not reproduced here.

The table below identifies which PKCS#11 services this version of Luna Software Development Kit supports. The
table following lists other features of PKCS#11 and identifies the compliance of this version of the Luna Software
Development Kit to these features.

Table 1: PKCS#11 function support

Category Function Supported SafeNet ver 2.20
General purpose functions C_lInitialize Yes

C_Finalize Yes

C_Getlnfo Yes

C_GetFunctionList Yes

C_Terminate Yes
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Category Function Supported SafeNet ver 2.20
Slot and token management functions C_GetSlotList Yes
C_GetSlotinfo Yes
C_GetTokenlInfo Yes
C_WaitForSlotEvent No
C_GetMechanismList Yes
C_GetMechanisminfo Yes
C_InitToken Yes
C_InitPIN Yes
C_SetPIN Yes
Session management functions C_OpenSession Yes
C_CloseSession Yes
C_CloseAllSessions Yes
C_GetSessioninfo Yes
C_GetOperationState Yes
C_SetOperationState Yes
C_Login Yes
C_Logout Yes
Object management functions C_CreateObject Yes
C_CopyObject Yes
C_DestroyObject Yes
C_GetObjectSize Yes
C_GetAttributeValue Yes
C_SetAttributeValue Yes
C_FindObjectslnit Yes
C_FindObjects Yes
C_FindObjectsFinal Yes
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Category Function Supported SafeNet ver 2.20
Encryption functions C_Encryptinit Yes
C_Encrypt Yes
C_EncryptUpdate Yes
C_EncryptFinal Yes
Decryption functions C_Decryptlnit Yes
C_Decrypt Yes
C_DecryptUpdate Yes
C_DecryptFinal Yes
Message digesting functions C_Digestlnit Yes
C_Digest Yes
C_DigestUpdate Yes
C_DigestKey Yes
C_DigestFinal Yes
Signing and MACing functions C_Signinit Yes
C_Sign Yes
C_SignUpdate Yes
C_SignFinal Yes
C_SignRecoverlnit No
C_SignRecover No
Functions for verifying signatures and MACs | C_Verifylnit Yes
C_Verify Yes
C_VerifyUpdate Yes
C_VerifyFinal Yes
C_VerifyRecoverlnit No
C_VerifyRecover No
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Category Function Supported SafeNet ver 2.20
Dual-purpose cryptographic functions C_DigestEncryptUpdate No
C_DecryptDigestUpdate No
C_SignEncryptUpdate No
C_DecryptVerifyUpdate No
Key management functions C_GenerateKey Yes
C_GenerateKeyPair Yes
C_WrapKey Yes
C_UnwrapKey Yes
C_DeriveKey Yes
Random number generation functions C_SeedRandom Yes
C_GenerateRandom Yes
Parallel function management functions C_GetFunctionStatus No
C_CancelFunction No
Callback function No

Table 2: PKCS#11 feature support

Feature Supported?
Exclusive sessions Yes
Parallel sessions No

Please note that certain additional functions have been implemented by SafeNet as extensions to the standard. These
include aspects of object cloning, and are described in detail in "SafeNet Extensions to PKCS#11" on page 31

The Luna SDK includes a simple "C" language cross platform source example, p11Sample, that demonstrates the

following:

¢ how to dynamically load the SafeNet cryptoki library

¢ how to obtain the function pointers to the exported PKCS11 standard functions and the SafeNet extension

functions.

The sample demonstrates how to invoke some, but not all of the API functions.
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The sample depends on an environment variable created and exported prior to execution. This variable specifies the
location of cryptoki.dll (Windows) or libCryptoki2.so on Linux/UNIX. The variable is called SfntLibPath. You are free
to provide your own means for locating the library.

The p11Sample program performs the following actions:

1.

The sample first attempts to load the dynamic library in the function called LoadP11Functions. This calls
LoadLibrary (Windows) or dlopen (Linux/UNIX).

The function then attempts to get a function pointer to the PKCS11 API C_GetFunctionList using
GetProcAddress (Windows) or dlsym (Linux/UNIX).

Once the function pointer is obtained, use the API to obtain a pointer called P11Functions that points to the static
CK_FUNCTION_LIST structure in the library. This structure holds pointers to all the other PKCS11 API functions
supported by the library.

At this point, if successful, PKCS11 APIs may be invoked like the following:

Pl1lFunctions->C Initialize(...);
P11Functions->C GetSlotList (.
PllFunctions->C OpenSession (.

.L)
L)

Pl1lFunctions->C Login(...);
Pl1lFunctions->C GenerateKey(...);
Pl1lFunctions->C Encrypt(...);

etc

The sample next attempts to get a function pointer to the SafeNet extension APl CA_GetFunctionList using
GetProcAddress (Windows) or disym (Linux/UNIX).

Once the function pointer is obtained, use the API to obtain a pointer called SfntFunctions that points to the static
CK_SFNT_CA_FUNCTION_LIST structure in the library. This structure holds pointers to some but not all of the
other SafeNet extension API functions supported by the library.

At this point, if successful, SafeNet extension APIs may be invoked like the following:

SfntFunctions->CA GetHAState(...);

etc.

Three sample makefiles are provided:

— one for 32-bit Windows,

— one for 32-bit Linux, and

— one for 64-bit AIX.

You can easily port to another platform with minor changes.
To build:

Windows nmake -f Makefile.win32
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Linux make -f Makefile.linux.32

Aix make -f Makefile.aix.64

Note: Please note that this simple example loads the cryptoki library directly. If your
application requires integration with cklog or ckshim, you will need to load the required library
(see SDK General for naming on your platform) in lieu of cryptoki. cklog and ckshim will then

B use the Chrystoki configuration file to locate and load cryptoki. You also have the option of
locating the cryptoki library by parsing the Chrystoki2 section of the Chrystoki config file. If you
do this, then the initial library (cryptoki, cklog, or ckshim) can be changed by simply updating
the configuration file.
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CHAPTER 3
Extensions to PKCS#11

This chapter describes the SafeNet extensions to the PKCS#11 standard. It contains the following topics:

"SafeNet Extensions to PKCS#11" on page 31

"HSM Configuration Settings" on page 33

"Luna SA-Specific Commands" on page 33

"Secure PIN Port Authentication" on page 34

" Shared Login State and Application IDs" on page 35
"High Availability Indirect Login Functions" on page 38
"MofN Secret Sharing" on page 41

"Key Export" on page 41

"PKCS # 11 Extension HA Status Call" on page 44
"Counter Mode KDF Mechanisms" on page 45

SafeNet Extensions to PKCS#11

This section presents a set of extensions which have been added to PKCS#11 by SafeNet. They cover several areas
of cryptographic protocol/standard support and system information, as follows:

FIPS 140-2 validation including a secure PIN and data port

Key CloningTM support

secret sharing activation support

support for sharing login state across applications

support for an alternate login scheme, referred to as "Indirect Login"
support for manipulating token state vectors

support for synchronization of multiple Luna XL tokens for enhanced cryptographic acceleration.

Other APIs

These commands and functions can also be used as extensions to other Application Programming Interfaces (for
example, OpenSSL).

Summary of New Functions

The several functions defined in this extension to PKCS#11 are introduced in the following table. These functions are
described in more detail in later sections of this document.
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Table 1: Summary of new Cryptoki Functions

Category

Function

Description

Key cloning

CA_SetCloningDomain

Sets the domain string used during token initialization.

CA_ClonePrivateKey

Permits the secure transfer a private key (RSA) between a
source token and a target token.

CA_ Generate the private keys used for secure key cloning
GenerateTokenKeys operations.
CA Obtain the cloning certificate.

Geﬁ' okenCertificatelnfo

CA_SetTokenCertificate
Signature

Sign the cloning certificate with the private keys generated for
key cloning operations

Secret Sharing Activation
(commonly referred to as
MofN)

CA_SetMofN

Sets the security policy for the token to use the secret sharing
feature.

CA_GenerateMofN

Generates the secret informa-tion on a token.

CA_ActivateMofN

Activates a token that has the secret sharing feature enabled.

CA_
GenerateCloneableMofN

Creates a clonable secret-splitting vector on a token.

CA_CloneMofN

Copy a clonable secret-splitting vector from one token to
another.

CA DuplicateMofN

Creates duplicates (copies) of all MofN secret splits.

CA_ModifyMofN

Modifies the secret-splitting vector on a token.

CA_GetMofNStatus

Retrieves the MofN structure of the specified token.

Share login state across
applications

CA_SetApplicationID

Sets the application's identifier.

CA_OpenApplicationID

Activates an application identifier, independent of any open
sessions.

CA_CloseApplicationID

Deactivates an application identifier.

Indirect Login

CA_InitIndirectPIN

Initializes a user PIN so that it may be used normally or
indirectly.

CA_IndirectLogin

Performs an indirect login operation.
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Category Function Description
Token State Vector CA_GetFPV Retrieves the token's Fixed Policy Vector (FPV).
Manipulation
CA_GetTPV Retrieves the token's Token Policy Vector (TPV).
CA_GetExtendedTPV Retrieves the token's TPV and extended TPV.
CA _SetTPV Sets the token's TPV.
CA_SetExtendedTPV Sets the token's TPV and extended TPV.
XL CA_ Determine the number of accelerator slots (distinct from
GetNumberOfSSLSlots | authentication slots, when Luna XL is also used with Luna CA
3.)
CA_ Designates a master slot in an XL installation (you pass the
SSLSynchronizeObjects | slot number with the call) then clones the content of the

master slot to all other accelerator slots

The current release of SafeNet Luna Toolkit provides the Chrystoki library supporting version 2.20 of the Cryptoki

standard.

SafeNet HSMs implement configuration settings that can be used to modify the behavior of the HSM, or can be read to
determine how the HSM will behave. There are multiple settings that may be manipulated. Other than the "allow non-
FIPS algorithms", most customers have no need to either query or change HSM settings. If you believe that your
application needs more control over the HSM, please contact SafeNet for guidance.

Luna SA, both the HSM Server and the client, use PKCS#11 and the SafeNet Extensions, with some exceptions that
differ from other Luna products. This SDK document is meant to support all Luna products that use PKCS#11 and the
other supported interfaces, in addition to Luna SA.

Several commands, both standard PKCS#11 commands and our Extensions are not enabled in the Client, because
their functions are addressed on Luna SA via the lunash interface. These are:

e C_InitToken

e C_SetPin

¢ CA ResetPin

e CA_SetCloningDomain
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all of the CCM commands
CA_ClonePrivateKey
¢ C_GetOperationState
¢ C_SetOperationState

Other SafeNet tokens implement configuration settings that can be used to modify the behavior of the token, or can be
read to determine how the token will behave.

In Luna SA, this configuration and modification of HSM and behavior is controlled in lunash via HSM Policies, using the
following commands:

e "hsm showpolicies" on page 1
e "hsm changepolicy" on page 1

Control of HSM Partition behavior is accomplished through the HSM Partition Policies, using the following lunash
commands:

e "partition showpolicies" on page 1

e "partition changepolicy" on page 1

Generally, an application collects an authentication code or PIN from a user and/or other source controlled by the host
computer. With SafeNet's FIPS 140-1 level 3-validated products (such as Luna SA), the PIN must come from a device
connected to the secure port of the physical interface. The Luna PED (PIN Entry Device) is used for secure entry of
PINs.

A bit setting in the device's capabilities settings determines whether the HSM requires that PINs be entered through the
secure port. If the appropriate configuration bit is set, PINs must be entered through the secure port.

If the device's configuration bit is off, the application must provide the PIN through the existing mechanism. Through
setting the PIN parameters, the application tells the token where to look for PINs. A similar programming approach
applies to define the key cloning domain identifier.

Applications wanting PINs to be collected via the secure port must pass a NULL pointer for the pPin parameter and a
value of zero for the ulPinLen parameter in function calls with PIN parameters. This restriction applies everywhere
PINs are used. The following functions are affected:

e C_InitToken

e C_InitIndirectToken
e C_InitPIN

e C_SetPIN

CA_InitIndirectPIN
e C_Login
¢ CA_IndirectLogin
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When domains are generated/collected through the secure port during a C_InitToken call, the application must pass a
NULL pointer for the ppDomainString parameter and a value of zero for the ulDomainStringLen parameter in the CA_
SetCloningDomain function.

The PKCS#11 specification states that sessions within an application share a login state. An application is defined as
a single address space and all threads that execute within it. Thus, if process A spawns multiple threads, and all of
those threads open sessions on token #1, then all of those sessions share a login state. When one is logged in, they all
are, and when one is logged out, they all are. However, if process B also has sessions open on token #1, they are
independent from the sessions of process A. The login state of process B sessions is irrelevant to process A sessions
(except where they conflict, such as process A logging in as USER when process B is already logged in as SO).

The Chrystoki library provides additional functionality that allows separate applications to share a login state. Within
Chrystoki, each application has an application ID. An application ID is a 64-bit integer, normally specified in two 32-bit
parts. A default application ID for the application is generated automatically by the Chrystoki library, when the
application invokes C_lInitialize. The default value is based upon the process ID of the application, so different
applications will always have different application IDs.

Each session also has an application ID associated with it. This is the application ID of the application that created the
session. Within Chrystoki and Luna tokens, login states are shared by sessions which have identical application IDs.
Since there is usually a one-to-one mapping between applications and application IDs, this means that login states are
normally shared between sessions within an application but not between applications. In order to allow separate
Chrystoki applications to share session state, Chrystoki provides functionality that allows applications to alter their
application IDs.

For many applications, the functionality described here serves no purpose. If an application consists of a single process
that exists perpetually, unshared session states are sufficient. If the application supports multiple processes, but the
application designer wants each process to validate (login) separately, unshared session states are sufficient.

However, if the application consists of multiple processes each with its own sessions and the application designer
wants to require only one login action by the user and the system uses Luna CA3 tokens (where PINs cannot be
cached and used multiple times by the application), it is necessary to share login state between processes.

The Luna CA3 token provides FIPS 140-1 level 3 security through use of a separate port for password entry (with the
Luna CA3 token, PINs take the form of special data keys). Use of these keys prevents an application from caching a
password and using it to log in with multiple sessions. If you want to log in once only, and you use separate processes,
you must somehow share login state between processes.

The simplest form the extra Chrystoki functionality takes is the CA_SetApplicationlD function. This function should
be invoked after C_lInitialize is invoked, but before any sessions are opened. Two separate applications can use this
function to set their application IDs to the same value, and thus allow them to share login states between their
sessions.

Alternately, the AppldMajor and AppldMinor fields in the Misc section of the Chrystoki configuration file can be set.
This causes the default application ID of all applications to be set to the value given in the configuration file, rather than
being generated from the application's process ID. This means that unless applications use the CA_SetApplicationlD
function, all applications on a host system will share login state between their sessions.
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Example

A sample configuration file (crystoki.ini for Windows) using explicit application IDs is duplicated here:
[Chrystoki2]

LibNT=D:\Program Files\SafeNet\LunaClient\cryptoki.dl

[Luna]

DefaultTimeOut=500000
PEDTimeout1=100000
PEDTimeout2=200000
[CardReader]
RemoteCommand=1
[Misc]

AppIdMajor=2

AppIdMinor=4

Note: The AppldMajor/AppldMinor configuration file entries are supported as of Chrystoki
release 7.0. They have no impact on versions of the Chrystoki software earlier than release
7.0.

One effect that can still cause problems is that when all sessions of a particular application ID are closed, that
application ID reverts to a dormant state. When another session for that application ID is created, the application ID is
recreated, but always in the logged-out state, regardless of the state it was in when it went dormant.

For example, consider an application where a parent process sets its application ID, opens a session, logs the session
in, then closes the session and terminates. Several child pro-cesses then set their application IDs, open sessions and
try to use them. However, since the application ID went dormant when the parent process closed its session, the child
processes find their sessions logged out. The logged-in state of the parent process' session was lost when it closed its
session.

The CA_OpenApplicationID function can be used to ensure that the login state of an application ID is maintained, even
when no sessions exist which belong to that application ID. When CA_OpenApplicationlD is invoked, the application
ID is tagged so that it never goes dormant, even if no open ses-sions exist.

Use the following functions to configure and manage login state sharing:

CA_SetApplicationIiD

CK_RV CK ENTRY CA SetApplicationID(
CK ULONG ulHigh,

CK ULONG ulLow

)

The CA_SetApplicationlD function allows an application to set its own application ID, rather than letting the
application ID be generated automatically from the application's process ID. CA_SetApplicationlD should be invoked
after C_lInitialize but before any session manipulation functions are invoked. If CA_SetApplicationID is invoked after
sessions have been opened, results will be unpredictable.

CA_SetApplicationID always returns CKR_OK.

CA_OpenApplicationID

CK_RV CK ENTRY CA OpenApplicationID(
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CK_SLOT ID slotID,
CK ULONG ulHigh,
CK_ULONG ulLow

)

The CA_OpenApplicationlD function forces a given application ID on a given token to remain active, even when all
sessions belonging to the application ID have been closed. Normally an application ID on a token goes dormant when
the last session that belongs to the application ID is closed. When an application ID goes dormant login state is lost, so
when a new session is created within the application ID, it starts in the logged-out state. However, if CA_
OpenApplicationID is used the application ID is prevented from going dormant, so login state is main-tained even
when all sessions for an application ID are closed.

CA_OpenApplicationID can return CKR_SLOT_ID_INVALID or CKR_TOKEN_NOT_PRESENT.

CA_CloseApplicationIlD

CK RV CK ENTRY CA CloseApplicationID(
CK SLOT ID slotID,

CK_ULONG ulHigh,

CK ULONG ulLow

)

The CA_CloseApplicationlD function removes the property of an application ID that prevents it from going dormant.

CA_CloseApplicationlD also closes any open sessions owned by the given application ID. Thus, when CA_
CloseApplicationlD returns, all open sessions owned by the given application ID have been closed and the applica-
tion ID has gone dormant.

CA_CloseApplicationID can return CKR_SLOT _ID_INVALID or CKR_TOKEN_NOT_ PRESENT.

The following code fragments show how two separate applications might share a single application ID:

app 1l: app 2:

C Initialize()

CA SetApplicationID(3,4)

C OpenSession ()

C Login()
C Initialize()
CA SetApplicationID(3,4)
C OpenSession ()
C GetSessionInfo ()
// Session info shows session
// already logged in.
<perform work, no login
necessary>

C Logout ()
C GetSessionInfo ()
// Session info shows session
// logged out.

C CloseSession()

C CloseSession()
C Finalize()

C Finalize()

The following code fragments show how one process might login for others:

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. All rights reserved.



CHAPTER 3 Extensions to PKCS#11

Setup app:

C Initialize()

CA SetApplicationID(7,9)

CA OpenApplicationID(slot,7,9)
C OpenSession(slot)

C Login ()

C CloseSession()

Spawn many child applications:

C Finalize()

Terminate each child app:

C Initialize()

CA SetApplicationID(7,9)

C OpenSession(slot)

<perform work, no login necessary>

Takedown app:
Terminate child applications:

C CloseSession()
C Finalize()
C Initialize()
CA CloseApplicationID(slot,7,9)
C Finalize()

@ Note: Inordertoimplement High Availability Recovery, the primary and secondary tokens
must exist on separate systems.

The following enhancements securely extend the indirect login capability to Luna CA3 tokens. Luna CA3 tokens to
store sensitive information (encrypted) in flash memory, and must therefore be protected against attack by a man-in-
the-middle who physically attacks the target token to expose the contents of flash memory, and employs that
information against intercepted (or spuriously-generated) message traffic.

The Luna CA3 to Luna CA3 indirect login protocol also supports old-style MofN authentication between tokens that
share an MofN secret.

Initialization of tokens in a high-availability environment involves three steps:
1. The generation of an RSA login key pair (the public key of the pair may be discarded),

2. Cloning of the private key member to the User (and optionally to the SO) spaces of all tokens within that
environment and,

3. Calling the CA_HAInit function on all tokens within that environment, in the context of the session owned by the
User or SO.

The first two steps are performed using ordinary key generate and cloning Cryptoki function calls. The CA_HAInit
function is implemented as follows:
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CA_HAlnit()

CK_RV CK_ENTRY CA HAInit(

CK_SESSION HANDLE hSession, // Logged-in session of user

// who owns the Login key pair

CK_OBJECT HANDLE hLoginPrivateKey // Handle to Login private key
)i

The HA recovery mechanism requires the following commands and interface functions:

CA_HAGetMasterPublic()

Called on the primary token, CA_HAGetMasterPublic() retrieves the primary token's TWC (Token Wrapping
Certificate) and returns it as a blob (octet string and length). The format of this function is as follows:

CK_RV CK ENTRY CA HAGetMasterPublic(

CK SLOT ID slotId, // Slot number of the primary

// token

CK BYTE PTR pCertificate, // pointer to buffer to hold
//TWC certificate

CK _ULONG_PTR pulCertificateLen // pointer to value to hold
//TWC certificate length

)

CA_HAGetLoginChallenge()

Called on the secondary token, CA_HAGetLoginChallenge() accepts the TWC blob and returns the secondary
token's login challenge blob. The format of this command is as follows:

CK RV CK ENTRY CA HAGetLoginChallenge (

CK_SESSION HANDLE hSession, // Public session

CK_USER TYPE userType, // User type - SO or USER

CK BYTE PTR pCertificate, // TWC certificate retrieved
// from primary

CK_ULONG ulCertificateLen, // TWC certificate length

CK BYTE PTR pChallengeBlob, // pointer to buffer to hold
// challenge blob

CK_ULONG_PTR pulChallengeBlobLen // pointer to value to hold
// challenge blob length

)i

CA_HAAnswerLoginChallenge()

Called on the primary token, CA_HAAnswerLoginChallenge() accepts the login challenge blob and returns the
encrypted SO or User PIN, as appropriate.

CK RV CK ENTRY CA HAAnswerLoginChallenge (

CK_SESSION_HANDLE hSession, // Session of the Login Private
// key owner

CK_OBJECT HANDLE hLoginPrivateKey, // object handle to login key
CK_BYTE PTR pChallengeBlob, // pointer to buffer containing
// challenge blob

CK_ULONG ulChallengeBlobLen, // length of challenge blob
CK_BYTE PTR pEncryptedPin, // pointer to buffer holding

// encrypted PIN

CK_ULONG_PTR pulEncryptedPinLen // pointer to value holding
// encrypted PIN length

) ;
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CA_HALogin()
Called on the secondary token, CA_HALogin() accepts the encrypted PIN and logs the secondary token in. If the

second-ary token requires MofN authentication, an MofN challenge blob is retumned. If no MofN authentication is
required, a zero-length blob is retumed. The format of this function is as follows:

CK_RV CK _ENTRY CA HALogin (

CK_SESSION_HANDLE hSession, // Same public session opened
// in CA HAGetLoginChallenge,

//above

CK _BYTE PTR pEncryptedPin, // pointer to buffer holding
// encrypted PIN

CK_ULONG ulEncryptedPinLen, // length of encrypted PIN
CK_BYTE PTR pMofNBlob, // pointer to buffer to hold

// MofN blob

CK ULONG PTR pulMofNBlobLen // pointer to value to hold the
// length of MofN blob

);

If the call is successful, then the session now becomes a pri-vate session owned by the User or SO (as appropriate).

CA_AnswerMofNChallenge()

Called on the primary token, CA_AnswerMofN Challenge() accepts the MofN challenge blob and returns the primary
token's masked MofN secret. The format of this function is as follows:

CK RV CK _ENTRY CA HAAnswerMofNChallenge (

CK_SESSION HANDLE hSession, // Private session

CK_BYTE_PTR pMofNBlob, // passed in MofN blob

CK_ULONG ulMofNBlobLen, // length of MofN blob

CK BYTE PTR pMofNSecretBlob, // pointer to buffer to hold

// MofN secret blob

CK_ULONG_PTR pulMofNSecretBlobLen//pointer to value that holds
// the MofN secret blob len

)i

CA_HAActivateMofN()

Called on the secondary token, CA_HAActivateMofN() accepts the masked MofN secret and performs MofN
authentication. The resulting MofN secret is checked against the CRC stored in the MofN PARAM structure.

CK RV CK_ENTRY CA HAActivateMofN (

CK_SESSION HANDLE hSession, // The now-private session from
// successful CA HALogin call

CK BYTE PTR pMofNSecretBlob, // pointer to MofN secret

// blob that is passed in

CK_ULONG ulMofNSecretBlobLen // length of MofN secret blob
)i

It is expected that the recovery functions will be executed in the proper sequence and as part of an atomic operation.
Nonetheless, the recovery operation may be restarted at any time due to an error. Restarting the recovery operation
resets the state condition of the secondary token, and any data that has been stored or generated on the token is
discarded.

The login keys must possess the following attributes to function properly in a HA recovery scenario:
// Object
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CKA_CLASS = CKO_PRIVATE_KEY,
// StorageClass

CKA TOKEN = True,

CKA PRIVATE = True,
CKA_MODIFIABLE = False,
// Key

CKA_KEY TYPE = CKK_RSA,
CKA DERIVE = False,

CKA LOCAL = True,

// Private

CKA SENSITIVE = True,

CKA DECRYPT = False,

CKA SIGN = False,

CKA SIGN RECOVER = False,
CKA UNWRAP = False,

CKA EXTRACTABLE = False

Refer to for the mechanisms by which the SO can control availability of the HA functionality.

In previous Luna HSM releases, this page described library and firmware aspects of MofN secret sharing.
Current implementation (since HSM firmware 5) no longer implements MofN via the HSM.

Instead, MofN is entirely mediated via Luna PED 2.4 and later. The HSM is unaware of secret sharing. Multi-person
access control for any of the authentication secrets (SO, User, Cloning domains, Remote PED Vector, Secure
Recovery Vector) is a PED function, and the HSM sees only the fully reconstituted MofN secrets as they are presented
to it by the PED.

Green PED Keys are no longer used.

This implementation is both cleaner and more flexible than the legacy implementation.If you have used, or are still using
legacy Luna HSMs, be aware that the legacy implementation of MofN split-secret, multi-person access control is not
compatible with the modern implementation. For migration instructions, contact SafeNet Technical Support -- e-mail:
support@safenet-inc.com or phone 800-545-6608 (+1 410-931-7520 International)

@ Note: These features are supported through the PKCS #11 V2.01 API only.

Luna Key Export supports derivation of symmetric keys by the encryption of "diversification data" with a base key.
Access to the derivation functionality is through the PKCS #11 C_DeriveKey function with the CKM_DES3 ECB and
CKM_DES_ECB mechanism. Diversification data is provided as the mechanism parameter. The derived key can be
any type of symmetric key. The encrypted data forms the CKA_VALUE attribute of the derived key. A template
provided as a parameter to the C_DeriveKey function defines all other attributes.

Rules for the derivation are as follows:
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e The Base Key must be of type CKK_DES2 or CKK_DES3 when using CKM_DES3_ECB. It must be of type CKK_
DES when using CKM_DES_ECB.

e The base key must have its CKA_DERIVE attribute set to TRUE.

¢ The template for the derived key must identify the key type (CKA_KEY_TYPE) and length (CKA_VALUE_LEN).
The type and length must be compatible. The length can be omitted if the key type supports only one length. (E.g.,
If key type is CKK_DES2, the length must either be explicitly defined as 16, or be omitted to allow the value to
default to 16). Other attributes in the template must be consistent with the security policy settings of the Luna
HSM.

¢ The derivation mechanism must be set to CKM_DES3 ECB or CKM_DES_ECB, the mechanism parameter
pointer must point to the diversification data, and the mechanism parameter length must be set to the diversification
data length.

¢ The diversification data must be the same length as the key to be derived, with one exception. If the key to be
derived is16 bytes, the base key is CKK_DES2 and the diversification data is only 8 bytes, then the data is
encrypted twice - once with the base key and once with the base key with its halves reversed. Joining the two
encrypted pieces forms the derived key.

e Ifthederived key is of type CKK_DES, CKK_DES2 or CKK_DESS, odd key parity is applied to the new key value
immediately following the encryption of the diversification data. The encrypted data is taken as-is for the formation
of all other types of symmetric keys.

The RSA Key Component Wrapping is a feature that allows an application to wrap any subset of attributes from an
RSA private key with 3-DES. Access to the feature is through the PKCS #11 function C_WrapKey with the CKM_
DES3_ECB mechanism. The wrapping key must be a CKK_DES2 or CKK_DES3 key with its CKA_WRAP attribute
set to TRUE. The key to wrap must be an RSA private key with CKA_EXTRACTABLE set to TRUE and the FPV must
have FPV_WRAPPING_TOKEN turned on.

The details of the wrapping format are specified with a format descriptor. The format descriptor is provided as the
mechanism parameter to the CKM_DES3_ECB mechanism. This descriptor consists of a 32-bit format version,
followed by a set of field element descriptors. Each field element descriptor consists of a 32-bit Field Type Identifier and
optionally some additional data. The Luna firmware parses the set of field element descriptors and builds the custom
layout of the RSA private key in an internal buffer. Once all field element descriptors are processed, the buffer is
wrapped with 3-DES and passed out to the calling application. It is the responsibility of the calling application to ensure
that the buffer is a multiple of 8 bytes.

The format descriptor version (the first 32-bit value in the format data) must always be set to zero.
The set of supported field element descriptor constants is as follows:

e #define KM_APPEND_STRING 0x00000000

e #define KM_APPEND_ATTRIBUTE 0x00000001

e #define KM_APPEND_REVERSED_ATTRIBUTE 0x00000002

e #define KM_APPEND_RFC1423_PADDING 0x00000010

e #define KM_APPEND_ZERO_PADDING 0x00000011

e #define KM_APPEND_ZERO_WORD_PADDING 0x00000012

e #define KM_APPEND_INV_XOR_CHECKSUM 0x00000020

e #define KM_DEFINE_IV_FOR_CBC 0x00000030
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The meanings of the field element descriptors is as follows:

Field element | Description

descriptor

KM_APPEND_ | Appends an arbitrary string of bytes to the custom layout buffer.

STRING The field type identifier is followed by a 32-bit length field defining the number of bytes to append.
The length field is followed by the bytes to append.
There is no restriction of the length of data that may be appended, as long as the total buffer length
does not exceed 3072 bytes.

KM_APPEND __ | Appends an RSA private key component into the buffer in big endian representation.

ATTRIBUTE The field type identifier is followed by a 32-bit CK_ATTRIBUTE_TYPE value set to one of the
following: CKA_PRIVATE_EXPONENT, CKA_PRIME_1, CKA_PRIME_2, CKA_EXPONENT_
1, CKA_EXPONENT_2, or CKA_COEFFICIENT..
The key component is padded with leading zeros such that the length is equal to the modulus
length in the case of the private exponent, or equal to half of the modulus length in the case of the
other 5 components.

KM_APPEND__ | Appends an RSA private key component into the buffer in little endian representation.

REVERSED_ | The field type identifier is followed by a 32-bit CK_ATTRIBUTE_TYPE value set to one of the

ATTRIBUTE following: CKA_PRIVATE_EXPONENT, CKA PRIME_1, CKA PRIME_2, CKA_EXPONENT _
1, CKA_EXPONENT_2, or CKA_COEFFICIENT.
The key component is padded with trailing zeros such that the length is equal to the modulus
length in the case of the private exponent, or equal to half of the modulus length in the case of the
other 5 components.

KM_APPEND_ | Applies RFC 1423 padding to the buffer (appends 1 to 8 bytes with values equal to the number of

RFC1423 bytes, such that the total buffer length becomes a multiple of 8).

PADDING This would typically be the last formatting element in a set, but this is not enforced.

KM_APPEND_ | Applies Zero padding to the buffer (appends 0 to 7 bytes with values equal to Zero, such that the

ZERO_ total buffer length becomes a multiple of 8).

PADDING This would typically be the last formatting element in a set, but this is not enforced.

KM_APPEND_ | Zero pads the buffer to the next 32-bit word boundary.

ZERO_WORD_

PADDING

KM_APPEND_ | Calculates and adds a checksum byte to the buffer.

INV_XOR_ The checksum is calculated as the complement of the bytewise XOR of the buffer being built.

CHECKSUM

KM_DEFINE_ | Allows definition of an IV so that SDES_CBC wrapping can be performed even though the

IV_FOR_CBC | functionality is invoked with the CKM_3DES_ECB mechanism.

The field type identifier is followed by a 32-bit length field, which must be set to 8.

The length is followed by exactly 8 bytes of data which are used as the IV for the wrapping
operation.
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Examples
To wrap just the private exponent of an RSA key in big endian representation, the parameters would appear as follows:

B Note: Ensure that the packing alignment for your structures uses one (1) byte boundaries.

struct

{

UInt32 version = 0;

UInt32 elementType = KM APPEND ATTRIBUTE;

CK ATTRIBUTE TYPE attribute = CKA PRIVATE EXPONENT;
}

Towrap the set of RSA key components Prime1, Prime2, Coefficient, Exponent1, Exponent2 in little endian represen-
tation with a leading byte of 0x05 and ending with a CRC byte and then zero padding, the parameters would appear in a
packed structure as follows:

struct

{

UInt32 version = 0;
UInt32 elementTypel
UInt32 length = 1;
UInt8 byteValue = 5;
UInt32 elementType2 = KM APPEND REVERSED ATTRIBUTE;
CK _ATTRIBUTE TYPE attributel = CKA_PRIME_I;

UInt32 elementType3 = KM APPEND REVERSED ATTRIBUTE;
CK_ATTRIBUTE TYPE attribute2 = CKA PRIME 2;

UInt32 elementTyped = KM APPEND REVERSED ATTRIBUTE;
CK _ATTRIBUTE TYPE attribute3 = CKA COEFFICIENT;
UInt32 elementType5 = KM APPEND REVERSED ATTRIBUTE;
CK_ATTRIBUTE TYPE attributed = CKA_EXPONENT_I;
UInt32 elementTypeb = KM APPEND REVERSED ATTRIBUTE;
CK _ATTRIBUTE TYPE attribute5 = CKA_EXPONENT_Z;
UInt32 elementType7 = KM APPEND INV XOR CHECKSUM;
UInt32 elementType8 = KM APPEND ZERO PADDING;

}

KM APPEND STRING;

PKCS # 11 Extension HA Status Call

A SafeNet extension to the PKCS#11 standard allows query of the HA group state.

Function Definition

CK RV CK ENTRY CA GetHAState( CK _SLOT ID slotId, CK HA STATE PTR pState );

The structure definitions fora CK_HA _STATE_PTR and CK_HA_ MEMBER are:

typedef struct CK HA MEMBER({
CK _ULONG memberSerial;

CK_RV memberStatus;

}CK_HA MEMBER;

typedef struct CK HA STATUS{

CK _ULONG groupSerial;

CK HA MEMBER memberList[CK_HA_MAX_MEMBERS];
CK USHORT listSize;

}CK_HA STATUS;
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See the JavaDocs included with the software for a description of the Java methods derived from this cryptoki function.

Counter Mode KDF Mechanisms

The Luna HSMs support the following two vendor defined mechanisms. They can be used to perform Counter Mode
KDF using various CMAC algorithms (DES3, AES, ARIA, SEED) as the PRF. (See SP 800-108.) These mechanisms
are available in firmware 6.2.1 and later.

#define CKM NIST PRF KDF (CKM _VENDOR DEFINED + 0xA02)
#define CKM PRF KDF (CKM_VENDOR DEFINED + O0xA03)

/* Parameter and values used with CKM PRF KDF and * CKM NIST PRF KDF. */

typedef CK ULONG CK KDF PRF TYPE;
typedef CK ULONG CK KDF PRF ENCODING SCHEME;

/** PRF KDF schemes */

#define CK NIST PRF_KDF DES3 CMAC 0x00000001
#define CK NIST PRF KDF AES CMAC 0x00000002
#define CK _PRF_KDF ARIA CMAC 0x00000003
#define CK PRF_KDF SEED CMAC 0x00000004
#define LUNA PRF KDF ENCODING SCHEME 1 0x00000000
#define LUNA PRF KDF ENCODING SCHEME 2 0x00000001

typedef struct CK KDF PRF PARAMS {

CK_KDF_PRF_TYPE prfType;
CK_BYTE PTR pLabel;
CK_ULONG ulLabellen;
CK_BYTE PTR pContext;
CK_ULONG ulContextLen;
CK_ULONG ulCounter;

CK_KDF PRF_ENCODING SCHEME ulEncodingScheme;
} CK_PRF KDF PARAMS;

typedef CK PRF_KDF PARAMS CK PTR CK _KDF PRF PARAMS PTR;
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Supported Mechanisms

This chapter provides an alphabetical listing of the supported PKCS #11 standard mechanisms and SafeNet proprietary
mechanisms.

Under FIPS 186-3/4, the only RSA methods permitted for generating keys are 186-3 with primes and 186-3 with aux
primes. This means that RSA PKCS and X9.31 key generation is no longer approved for operation in a FIPS-compliant
HSM. Firmware version 6.2.1 and older supported only PKCS and X9.31, and these were allowed in FIPS mode.
Firmware versions 6.10 through 6.21 provide the newer mechanisms, and allow both older and newer mechanisms in
FIPS mode. Firmware versions 6.22.0 and newer do not allow PKCS and X9.31 in FIPS mode.

Firmware Version | Supported Mechanisms FIPS-mode Allowed
Mechanisms

fw <=6.2.1 PKCS, X9.31 PKCS, X9.31

6.10 <=fw <=6.21 | PKCS, X9.31, 186-3 with primes, 186-3 with aux primes PKCS, X9.31, 186-3 with primes,
186-3 with aux primes

fw >=6.22.0 PKCS, X9.31, 186-3 with primes, 186-3 with aux primes 186-3 with primes, 186-3 with aux
primes

Two configuration settings are available in the Chrystoki.conf (Linux/UNIX) or Crystoki.ini (Windows) configuration file
installed with LunaClient, to deal with calls to newer-firmware HSMs for outdated mechanisms, or calls to older-
firmware HSMs for newer mechanisms that they do not support. The configuration settings control redirecting or
mapping of mechanism calls.

Redirect Old to New
Under the configuration file's [Misc] section, RSAKeyGenMechRemap can be setto O or 1.

*  When RSAKeyGenMechRemap is set to 0 (the default) and firmware version is 6.10.x or greater, no re-mapping is
performed.

¢ When RSAKeyGenMechRemap is set to 1 and firmware version is 6.10.x or greater, the following re-mapping
occurs:

— PKCSKey Gen > 186-3 Prime key gen
— X9.31Key Gen > 186-3 Aux Prime key gen

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007Rev. A May 2015 Copyright 2015 SafeNet, Inc. All rights reserved.



CHAPTER 4 Supported Mechanisms

Note: This setting is intended for older applications, allowing them to continue to call outdated
mechanisms, but have the calls redirected to newer, equivalent, FIPS-acceptable
mechanisms, while your software development or integration catches up.

The following table summarizes the possible combinations, for firmware versions that are supported in Luna HSM 6.0

and later.
Firmware version | State of Action in your application | Result
RSAKeyGen
MechRemap
6.2.x N/A N/A RSAKeyGenMechRemap has no effect
6.10-through-6.21 | 0 PKCS Key Gen or X9.31 Key Gen is
Call PKCS Key Gen called and runs as requested
or X9.31 Key Gen redirect is not set, and does not occur
1 call is redirected and 186-3 Prime key
gen or 186-3 Aux Prime key gen is run
0 either set of mechanisms is available
Call 186-3 Prime key gen 186-3 Prime key gen or 186-3 Aux Prime
or 186-3 Aux Prime key gen key gen is run as requested
1 either set of mechanisms is available
186-3 Prime key gen or 186-3 Aux Prime
key gen s run as requested
6.22.0 or newer 0 Error message; old mechanism does not
Call PKCS Key Gen exist and no redirect is indicated [see
or X9.31 Key Gen Note 1]
1 old mechanisms do not exist in FIPS

mode; new ones exist

call is redirected and 186-3 Prime key
gen or 186-3 Aux Prime key gen is run

Note 1: Calling an unsupported mechanism, where no redirect is in place, yields error CKR_MECHANISM _

INVALID

Note 2: If RSA-PKCS keys or X9.31 keys were previously created by an older firmware version, and firmware is
updated to version 6.22.0, then :

¢ keys of size 2048 or 3072 bits can still be used for sign and verify operations
* keys of size 1024-up-t0-4096 bits can be used to verify existing signatures, only.
¢ when FIPS186-4 with SP800-131A is applied, it disallows RSA 4096-bit keys for signing

Redirect New to Old
Under the configuration file's [Misc] section, RSAPre1863KeyGenMechRemap can be setto 0 or 1.
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¢ When RSAPre1863KeyGenMechRemap is set to 0 (the default) and firmware is version 6.2.x, no re-mapping is
performed.

¢ When RSAPre1863KeyGenMechRemap is set to 1 and firmware is version 6.2.x, the following re-mapping occurs:
— 186-3 Prime key gen —-> PKCS Key Gen
— 186-3 Aux Prime key gen --> X9.31 Key Gen

CAUTION: This setting is intended for evaluation purposes, such as with existing integrations

& that require newer mechanisms, before you update to firmware that actually supports the more
secure mechanisms. Be careful with this setting, which makes it appear you are getting a new,
secure mechanism, when really you are getting an outdated, insecure mechanism.

The following table summarizes the possible combinations, for firmware versions that are supported in Luna HSM 6.0
and later.

Firmware version State of Action in your application Result
RSAPre1863
KeyGen
MechRemap
6.2.x 0 Call PKCS Key Gen ¢ PKCS Key Gen or X9.31 Key Gen
or X9.31 Key Gen is called and runs
1 * PKCS Key Gen or X9.31 Key Gen
is called and runs
0 * Callfails; new mechanism does
Call 186-3 Prime key gen not exist
or 186-3 Aux Prime key gen
1 * PKCS Key Gen or X9.31 Key Gen

is called and runs

e new mechanism does not exist;
redirect to old [see Note 1]

6.10- through-6.22 N/A N/A * RSAPre1863KeyGenMechRemap
has no effect

Note 1: The inclusion of redirection to the outdated mechanisms, where the firmware does not support the newer
mechanisms, allows you to [re-]write your implementation to call the newer, FIPS-approved mechanisms, yet
allows you to use that application with older-firmware HSMs - perhaps in a mixed or transitioning environment.
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0

Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? Yes
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes CBC
Flags Extractable
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes CBC_PAD
Flags Extractable
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions None
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No

Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 128

Minimum key length for FIPS use (bits) 128

Minimum legacy key length for FIPS use (bits) N/A

Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES

Algorithms AES

Modes CBC_PAD_IPSEC
Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 1

Key types AES
Algorithms AES
Modes CFB

Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 16

Key types AES
Algorithms AES
Modes CFB

Flags Extractable
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes MAC

Flags Extractable | CMAC
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes CTR
Flags Extractable
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FIPS approved? Yes
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes ECB

Flags Extractable
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags None
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128

Minimum key length for FIPS use (bits) 128

Minimum legacy key length for FIPS use (bits) N/A

Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES

Algorithms AES

Modes GCM

Flags Extractable | Accumulating
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes GCM

Flags Extractable | Accumulating
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FIPS approved? Yes
Supported functions Generate Key
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types AES
Algorithms None
Modes None
Flags None
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes MAC
Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types AES
Algorithms AES
Modes OFB

Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes CBC
Flags Extractable
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types ARIA
Algorithms None
Modes None
Flags None

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 4 Supported Mechanisms

FIPS approved?

No

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes CBC_PAD
Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 1

Key types ARIA
Algorithms ARIA
Modes CFB

Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 16

Key types ARIA
Algorithms ARIA
Modes CFB

Flags Extractable
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes MAC

Flags Extractable | CMAC
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes CTR
Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes ECB

Flags Extractable
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types ARIA
Algorithms None
Modes None
Flags None
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128

Minimum key length for FIPS use (bits) 128

Minimum legacy key length for FIPS use (bits) N/A

Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA

Algorithms ARIA

Modes GCM

Flags Extractable | Accumulating
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 0
Digest size 0
Key types ARIA
Algorithms None
Modes None
Flags None
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FIPS approved?

No

Supported functions

Decrypt | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes CBC
Flags Extractable
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FIPS approved?

No

Supported functions

Decrypt | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes CBC_PAD
Flags Extractable
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FIPS approved? No
Supported functions Decrypt | Unwrap
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes ECB

Flags Extractable
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FIPS approved? No
Supported functions Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256
Block size 16
Digest size 0
Key types ARIA
Algorithms ARIA
Modes MAC
Flags Extractable
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes MAC
Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 256

Block size 16

Digest size 0

Key types ARIA
Algorithms ARIA
Modes OFB

Flags Extractable
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FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types CAST3
Algorithms CAST3
Modes CBC
Flags Extractable
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FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types CAST3
Algorithms CAST3
Modes CBC_PAD
Flags Extractable
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FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types CAST3
Algorithms CAST3
Modes ECB

Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved?

No

Supported functions

Generate Key

Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 0
Digest size 0

Key types CAST3
Algorithms None
Modes None
Flags None
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CHAPTER 4

Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types CAST3
Algorithms CAST3
Modes MAC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128

Block size 8

Digest size 0

Key types CASTS
Algorithms CASTS
Modes CBC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128

Block size 8

Digest size 0

Key types CASTS
Algorithms CASTS
Modes CBC_PAD
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128

Block size 8

Digest size 0

Key types CASTS
Algorithms CASTS
Modes ECB

Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved?

No

Supported functions

Generate Key

Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128
Block size 0
Digest size 0

Key types CASTS
Algorithms None
Modes None
Flags None
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CHAPTER 4

Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128

Block size 8

Digest size 0

Key types CASTS5
Algorithms CAST5
Modes MAC
Flags Extractable

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types DES
Algorithms DES
Modes CBC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types DES
Algorithms DES
Modes CBC_PAD
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types DES
Algorithms DES
Modes ECB

Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved?

No

Supported functions

Generate Key

Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 0
Digest size 0
Key types DES
Algorithms None
Modes None
Flags None
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CHAPTER 4

Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64

Block size 8

Digest size 0

Key types DES
Algorithms DES
Modes MAC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

The CKM_DES2_DUKPT family of key derive mechanisms create keys used to protect EFTPOS terminal sessions.
The mechanisms implement the algorithm for server side DUKPT derivation as defined by ANSI X9.24 part 1.

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

This mechanism has the following attributes:

¢ Only CKK_DES2 keys can be derived. The mechanism will force the CKA_KEY_TYPE attribute of the derived
object to equal CKK_DES?2. If the template does specify a CKA_KEY_TYPE attribute then it must be CKK_DES2.

¢ The mechanism takes a CK_KEY_DERIVATION_STRING_DATA structure as a parameter.
e The pData field of the parameter must point to a 10 byte array which holds the 80 bit Key Sequence Number (KSN).
e This mechanism contributes the CKA_CLASS and CKA_KEY_TYPE and CKA_VALUE to the resulting object.

The DUKPT MAC and DATA versions will default to the appropriate usage mechanism as described in the following

table:
Mechanism CKA_SIGN | CKA_VERIFY |CKA_DECRYPT |CKA_ENCRYPT
CKM_DES2 DUKPT_MAC True True
CKM_DES2 DUKPT_MAC_RESP True
CKM_DES2 DUKPT_DATA True True
CKM_DES2 DUKPT_DATA_RESP True
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CHAPTER 4 Supported Mechanisms

Example

#define CKM DES2 DUKPT PIN (CKM_VENDOR DEFINED + 0x611)
#define CKM DES2 DUKPT MAC (CKM_VENDOR DEFINED + 0x612)
#define CKM DES2 DUKPT MAC RESP (CKM_VENDOR DEFINED + 0x613)
#define CKM DES2 DUKPT DATA (CKM_VENDOR DEFINED + 0x614)
#define CKM DES2 DUKPT DATA RESP (CKM_VENDOR DEFINED + 0x615)

CK_OBJECT HANDLE hBDKey; // handle of CKK DES2 or CKK DES2 Base Derive Key
CK_OBJECT HANDLE hMKey; // handle of CKK DES2 MAC session Key
CK _MECHANISM svMech = { CKM DES3 X919 MAC , NULL, 0};

CK_KEY DERIVATION STRING DATA param;

CK_MECHANISM kdMech = { CKM DES2 DUKPT MAC , NULL, 0};
CK_CHAR ksn[10];

CK CHAR inplany length];

CK CHAR mac([4];

CK SIZE len;

// Derive MAC verify session key
param.pData=ksn;

param.ullLen = 10;

kdMech.mechanism = CKM DES2 DUKPT MAC;
kdMech.pParameter = &param;
kdMech.ulParameterLen = sizeof parram;

C DeriveKey (hSes, &kdMech, hBDKey , NULL, 0, &hMKey);
// Single part verify operation

C VerifylInit (hSes, &svMech, hMKey);

len = sizeof mac;

C Verify(hSes, inp, sizeof inp, mac, len);
// clean up

C DestroyObject (hSes, hMKey) ;

// Test vectors
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CHAPTER 4 Supported Mechanisms

The CKM_DES2_DUKPT family of key derive mechanisms create keys used to protect EFTPOS terminal sessions.
The mechanisms implement the algorithm for server side DUKPT derivation as defined by ANSI X9.24 part 1.

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

This mechanism has the following attributes:

¢ Only CKK_DES2 keys can be derived. The mechanism will force the CKA_KEY_TYPE attribute of the derived
object to equal CKK_DES?2. If the template does specify a CKA_KEY_TYPE attribute then it must be CKK_DES2.

¢ The mechanism takes a CK_KEY_DERIVATION_STRING_DATA structure as a parameter.
e The pData field of the parameter must point to a 10 byte array which holds the 80 bit Key Sequence Number (KSN).
e This mechanism contributes the CKA_CLASS and CKA_KEY_TYPE and CKA_VALUE to the resulting object.

The DUKPT MAC and DATA versions will default to the appropriate usage mechanism as described in the following

table:
Mechanism CKA_SIGN | CKA_VERIFY |CKA_DECRYPT |CKA_ENCRYPT
CKM_DES2 DUKPT_MAC True True
CKM_DES2 DUKPT_MAC_RESP True
CKM_DES2 DUKPT_DATA True True
CKM_DES2 DUKPT_DATA_RESP True
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CHAPTER 4 Supported Mechanisms

Example

#define CKM DES2 DUKPT PIN (CKM_VENDOR DEFINED + 0x611)
#define CKM DES2 DUKPT MAC (CKM_VENDOR DEFINED + 0x612)
#define CKM DES2 DUKPT MAC RESP (CKM_VENDOR DEFINED + 0x613)
#define CKM DES2 DUKPT DATA (CKM_VENDOR DEFINED + 0x614)
#define CKM DES2 DUKPT DATA RESP (CKM_VENDOR DEFINED + 0x615)

CK_OBJECT HANDLE hBDKey; // handle of CKK DES2 or CKK DES2 Base Derive Key
CK_OBJECT HANDLE hMKey; // handle of CKK DES2 MAC session Key
CK _MECHANISM svMech = { CKM DES3 X919 MAC , NULL, 0};

CK_KEY DERIVATION STRING DATA param;

CK_MECHANISM kdMech = { CKM DES2 DUKPT MAC , NULL, 0};
CK_CHAR ksn[10];

CK CHAR inplany length];

CK CHAR mac([4];

CK SIZE len;

// Derive MAC verify session key
param.pData=ksn;

param.ullLen = 10;

kdMech.mechanism = CKM DES2 DUKPT MAC;
kdMech.pParameter = &param;
kdMech.ulParameterLen = sizeof parram;

C DeriveKey (hSes, &kdMech, hBDKey , NULL, 0, &hMKey);
// Single part verify operation

C VerifylInit (hSes, &svMech, hMKey);

len = sizeof mac;

C Verify(hSes, inp, sizeof inp, mac, len);
// clean up

C DestroyObject (hSes, hMKey) ;

// Test vectors

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved. 116



CHAPTER 4 Supported Mechanisms

The CKM_DES2_DUKPT family of key derive mechanisms create keys used to protect EFTPOS terminal sessions.
The mechanisms implement the algorithm for server side DUKPT derivation as defined by ANSI X9.24 part 1.

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

This mechanism has the following attributes:

¢ Only CKK_DES2 keys can be derived. The mechanism will force the CKA_KEY_TYPE attribute of the derived
object to equal CKK_DES?2. If the template does specify a CKA_KEY_TYPE attribute then it must be CKK_DES2.

¢ The mechanism takes a CK_KEY_DERIVATION_STRING_DATA structure as a parameter.
e The pData field of the parameter must point to a 10 byte array which holds the 80 bit Key Sequence Number (KSN).
e This mechanism contributes the CKA_CLASS and CKA_KEY_TYPE and CKA_VALUE to the resulting object.

The DUKPT MAC and DATA versions will default to the appropriate usage mechanism as described in the following

table:
Mechanism CKA_SIGN | CKA_VERIFY |CKA_DECRYPT |CKA_ENCRYPT
CKM_DES2 DUKPT_MAC True True
CKM_DES2 DUKPT_MAC_RESP True
CKM_DES2 DUKPT_DATA True True
CKM_DES2 DUKPT_DATA_RESP True
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CHAPTER 4 Supported Mechanisms

Example

#define CKM DES2 DUKPT PIN (CKM_VENDOR DEFINED + 0x611)
#define CKM DES2 DUKPT MAC (CKM_VENDOR DEFINED + 0x612)
#define CKM DES2 DUKPT MAC RESP (CKM_VENDOR DEFINED + 0x613)
#define CKM DES2 DUKPT DATA (CKM_VENDOR DEFINED + 0x614)
#define CKM DES2 DUKPT DATA RESP (CKM_VENDOR DEFINED + 0x615)

CK_OBJECT HANDLE hBDKey; // handle of CKK DES2 or CKK DES2 Base Derive Key
CK_OBJECT HANDLE hMKey; // handle of CKK DES2 MAC session Key
CK _MECHANISM svMech = { CKM DES3 X919 MAC , NULL, 0};

CK_KEY DERIVATION STRING DATA param;

CK_MECHANISM kdMech = { CKM DES2 DUKPT MAC , NULL, 0};
CK_CHAR ksn[10];

CK CHAR inplany length];

CK CHAR mac([4];

CK SIZE len;

// Derive MAC verify session key
param.pData=ksn;

param.ullLen = 10;

kdMech.mechanism = CKM DES2 DUKPT MAC;
kdMech.pParameter = &param;
kdMech.ulParameterLen = sizeof parram;

C DeriveKey (hSes, &kdMech, hBDKey , NULL, 0, &hMKey);
// Single part verify operation

C VerifylInit (hSes, &svMech, hMKey);

len = sizeof mac;

C Verify(hSes, inp, sizeof inp, mac, len);
// clean up

C DestroyObject (hSes, hMKey) ;

// Test vectors
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CHAPTER 4 Supported Mechanisms

The CKM_DES2_DUKPT family of key derive mechanisms create keys used to protect EFTPOS terminal sessions.
The mechanisms implement the algorithm for server side DUKPT derivation as defined by ANSI X9.24 part 1.

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

This mechanism has the following attributes:

¢ Only CKK_DES2 keys can be derived. The mechanism will force the CKA_KEY_TYPE attribute of the derived
object to equal CKK_DES?2. If the template does specify a CKA_KEY_TYPE attribute then it must be CKK_DES2.

¢ The mechanism takes a CK_KEY_DERIVATION_STRING_DATA structure as a parameter.
e The pData field of the parameter must point to a 10 byte array which holds the 80 bit Key Sequence Number (KSN).
e This mechanism contributes the CKA_CLASS and CKA_KEY_TYPE and CKA_VALUE to the resulting object.

The DUKPT MAC and DATA versions will default to the appropriate usage mechanism as described in the following

table:
Mechanism CKA_SIGN | CKA_VERIFY |CKA_DECRYPT |CKA_ENCRYPT
CKM_DES2 DUKPT_MAC True True
CKM_DES2 DUKPT_MAC_RESP True
CKM_DES2 DUKPT_DATA True True
CKM_DES2 DUKPT_DATA_RESP True
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CHAPTER 4 Supported Mechanisms

Example

#define CKM DES2 DUKPT PIN (CKM_VENDOR DEFINED + 0x611)
#define CKM DES2 DUKPT MAC (CKM_VENDOR DEFINED + 0x612)
#define CKM DES2 DUKPT MAC RESP (CKM_VENDOR DEFINED + 0x613)
#define CKM DES2 DUKPT DATA (CKM_VENDOR DEFINED + 0x614)
#define CKM DES2 DUKPT DATA RESP (CKM_VENDOR DEFINED + 0x615)

CK_OBJECT HANDLE hBDKey; // handle of CKK DES2 or CKK DES2 Base Derive Key
CK_OBJECT HANDLE hMKey; // handle of CKK DES2 MAC session Key
CK _MECHANISM svMech = { CKM DES3 X919 MAC , NULL, 0};

CK_KEY DERIVATION STRING DATA param;

CK_MECHANISM kdMech = { CKM DES2 DUKPT MAC , NULL, 0};
CK_CHAR ksn[10];

CK CHAR inplany length];

CK CHAR mac([4];

CK SIZE len;

// Derive MAC verify session key
param.pData=ksn;

param.ullLen = 10;

kdMech.mechanism = CKM DES2 DUKPT MAC;
kdMech.pParameter = &param;
kdMech.ulParameterLen = sizeof parram;

C DeriveKey (hSes, &kdMech, hBDKey , NULL, 0, &hMKey);
// Single part verify operation

C VerifylInit (hSes, &svMech, hMKey);

len = sizeof mac;

C Verify(hSes, inp, sizeof inp, mac, len);
// clean up

C DestroyObject (hSes, hMKey) ;

// Test vectors
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CHAPTER 4 Supported Mechanisms

The CKM_DES2_DUKPT family of key derive mechanisms create keys used to protect EFTPOS terminal sessions.
The mechanisms implement the algorithm for server side DUKPT derivation as defined by ANSI X9.24 part 1.

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

This mechanism has the following attributes:

¢ Only CKK_DES2 keys can be derived. The mechanism will force the CKA_KEY_TYPE attribute of the derived
object to equal CKK_DES?2. If the template does specify a CKA_KEY_TYPE attribute then it must be CKK_DES2.

¢ The mechanism takes a CK_KEY_DERIVATION_STRING_DATA structure as a parameter.
e The pData field of the parameter must point to a 10 byte array which holds the 80 bit Key Sequence Number (KSN).
e This mechanism contributes the CKA_CLASS and CKA_KEY_TYPE and CKA_VALUE to the resulting object.

The DUKPT MAC and DATA versions will default to the appropriate usage mechanism as described in the following

table:
Mechanism CKA_SIGN | CKA_VERIFY |CKA_DECRYPT |CKA_ENCRYPT
CKM_DES2 DUKPT_MAC True True
CKM_DES2 DUKPT_MAC_RESP True
CKM_DES2 DUKPT_DATA True True
CKM_DES2 DUKPT_DATA_RESP True
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CHAPTER 4 Supported Mechanisms

Example

#define CKM DES2 DUKPT PIN (CKM_VENDOR DEFINED + 0x611)
#define CKM DES2 DUKPT MAC (CKM_VENDOR DEFINED + 0x612)
#define CKM DES2 DUKPT MAC RESP (CKM_VENDOR DEFINED + 0x613)
#define CKM DES2 DUKPT DATA (CKM_VENDOR DEFINED + 0x614)
#define CKM DES2 DUKPT DATA RESP (CKM_VENDOR DEFINED + 0x615)

CK_OBJECT HANDLE hBDKey; // handle of CKK DES2 or CKK DES2 Base Derive Key
CK_OBJECT HANDLE hMKey; // handle of CKK DES2 MAC session Key
CK _MECHANISM svMech = { CKM DES3 X919 MAC , NULL, 0};

CK_KEY DERIVATION STRING DATA param;

CK_MECHANISM kdMech = { CKM DES2 DUKPT MAC , NULL, 0};
CK_CHAR ksn[10];

CK CHAR inplany length];

CK CHAR mac([4];

CK SIZE len;

// Derive MAC verify session key
param.pData=ksn;

param.ullLen = 10;

kdMech.mechanism = CKM DES2 DUKPT MAC;
kdMech.pParameter = &param;
kdMech.ulParameterLen = sizeof parram;

C DeriveKey (hSes, &kdMech, hBDKey , NULL, 0, &hMKey);
// Single part verify operation

C VerifylInit (hSes, &svMech, hMKey);

len = sizeof mac;

C Verify(hSes, inp, sizeof inp, mac, len);
// clean up

C DestroyObject (hSes, hMKey) ;

// Test vectors
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CHAPTER 4 Supported Mechanisms

FIPS approved? Yes
Supported functions Generate Key
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 128
Block size 0
Digest size 0

Key types DES2
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved?

Yes

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes CBC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved?

Yes

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes CBC_PAD
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No

Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 128

Minimum key length for FIPS use (bits) 128

Minimum legacy key length for FIPS use (bits) N/A

Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3

Algorithms DES3

Modes CBC_PAD_IPSEC
Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 1

Key types DES3
Algorithms DES3
Modes CFB

Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 8

Key types DES3
Algorithms DES3
Modes CFB

Flags Extractable
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Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes MAC

Flags Extractable | CMAC
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes CTR
Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt | Wrap | Unwrap

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes ECB

Flags Extractable
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Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 4 Supported Mechanisms

FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128

Minimum key length for FIPS use (bits) 128

Minimum legacy key length for FIPS use (bits) N/A

Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3

Algorithms DES3

Modes GCM

Flags Extractable | Accumulating
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FIPS approved? Yes
Supported functions Generate Key
Minimum key length (bits) 192
Minimum key length for FIPS use (bits) 192
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192
Block size 0
Digest size 0

Key types DESS3
Algorithms None
Modes None
Flags None

Luna PCI-E SDK Reference Guide
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CHAPTER 4

Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes MAC
Flags Extractable
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FIPS approved?

Yes

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes OFB

Flags Extractable

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.
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The CKM_DES3 X919 MAC is a signature generation and verification mechanism, as defined ANSI X9.19-1996
Financial Institution Retail Message Authentication annex 1 Cipher Block Chaining Procedure.

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 128
Minimum key length for FIPS use (bits) 128
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 192

Block size 8

Digest size 0

Key types DES3
Algorithms DES3
Modes MAC
Flags Extractable

The CKM_DES3 X919 MAC mechanism is used with the C_Verifylnit and C_Signlinit functions. It has the following
attriobutes:

¢ Only CKK_DES2 and CKK_DES3 keys are supported.
e The mechanism takes no parameter.

e Multi-part operation is supported.

¢ The total input data length must be at least one byte.

e Thelength of result is half the size of the DES block (i.e. 4 bytes).

#define CKM DES3 X919 MAC (CKM VENDOR DEFINED + 0x150)

CK_OBJECT HANDLE hKey; // handle of CKK DES2 or CKK DES3 key
CK_MECHANISM mech = { CKM DES3 X919 MAC , NULL, 0};

CK CHAR inplany length];

CK CHAR mac[4];

CK_SIZE len;

// Single-part operation

Luna PCI-E SDK Reference Guide
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C SignInit (hSes, &mech, hKey);
len = sizeof mac;
C Sign(hSes, inp, sizeof inp, mac, &len);

// Multi-part operation

C SignInit (hSes, &mech, hKey);
C SignUpdate (hSes, inp, sizeof inp/2);

C SignUpdate (hSes, inp+ (sizeof inp)/2, sizeof inp/2);

len = sizeof mac;
C SignFinal (hSes, mac, &len);

// Test vectors

static const UInt8 retailKey[l6] =
{

0x58, 0x91, 0x25, 0x86, 0x3D, Ox46, 0x10, Ox7F,
Ox46, 0x3E, 0x52, 0x3B, OxF7, 0x46, 0x9D, 0x52
}i
static const UInt8 retaillnputAscii[l9] =
{
‘tl,lhl,‘el,l l,‘ql,lul,‘ll,lcl,‘kl,l l,‘bl,lrl,‘ol,lwl,‘nl,l
}i
static const UInt8 retailMACAscii[4] =
{
0x55, 0xA7, OxBF, O0xBA
}i
static const UInt8 retaillnputEBCDIC[19] =
{
// "the quick brown fox" in EBCDIC
0OxA3, 0x88, 0x85, 0x40, 0x98, 0xA4, 0x89, 0x83,
0x92, 0x40, 0x82, 0x99, 0x96, 0xA6, 0x95, 0x40,

0x86, 0x96, 0xA7
}i

static const UInt8 retailMACEBCDIC[4] =
{
0x60, OxAE, 0x2C, 0xD7

}i

Luna PCI-E SDK Reference Guide
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 512
Minimum key length for FIPS use (bits) 512
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0
Key types DH
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Generate Key Pair
Minimum key length (bits) 512
Minimum key length for FIPS use (bits) 512
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0
Key types DH
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 512
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0
Key types DH
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) 1024
Maximum key length (bits) 3072
Block size 0
Digest size 0
Key types DSA
Algorithms DSA
Modes None
Flags None
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FIPS approved? Yes
Supported functions Generate Key Pair
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) 1024
Maximum key length (bits) 3072
Block size 0
Digest size 0
Key types DSA
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Generate Key
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) 1024
Maximum key length (bits) 3072
Block size 0
Digest size 0
Key types DSA
Algorithms None
Modes None
Flags None

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.
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FIPS approved? Yes
Supported functions Generate Key Pair
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571
Block size 0
Digest size 0

Key types ECDSA
Algorithms None
Modes None
Flags None
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FIPS approved? Yes

Supported functions Generate Key Pair
Minimum key length (bits) 105

Minimum key length for FIPS use (bits) 224

Minimum legacy key length for FIPS use (bits) 160

Maximum key length (bits) 571

Block size 0

Digest size 0

Key types ECDSA
Algorithms None

Modes None

Flags ECC_EXTRA_BITS
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571
Block size 0
Digest size 0

Key types ECDSA
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571
Block size 0
Digest size 0

Key types ECDSA
Algorithms None
Modes None
Flags None

Luna PCI-E SDK Reference Guide
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571
Block size 0
Digest size 0

Key types ECDSA
Algorithms ECDSA
Modes None
Flags None
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FIPS approved? Yes
Supported functions Encrypt | Decrypt
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571

Block size 0

Digest size 0

Key types ECDSA
Algorithms None

Modes None

Flags Accumulating
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 105
Minimum key length for FIPS use (bits) 224
Minimum legacy key length for FIPS use (bits) 160
Maximum key length (bits) 571
Block size 0
Digest size 0

Key types ECDSA
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Generate Key
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0
Key types None
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Digest
Minimum key length (bits) 0
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0

Block size 64
Digest size 20

Key types None
Algorithms HAS160
Modes None
Flags Extractable | Korean
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Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 1024
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 64
Digest size 20

Key types KCDSA
Algorithms HAS160
Modes None
Flags Korean
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 64

Digest size 20

Key types Symmetric
Algorithms HAS160
Modes HMAC
Flags Extractable | Korean | Internal
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Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 1024
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 64
Digest size 20

Key types KCDSA
Algorithms HAS160
Modes None
Flags Korean
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Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 64

Digest size 16

Key types Symmetric
Algorithms MD5
Modes HMAC
Flags Extractable
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 64

Digest size 16

Key types Symmetric
Algorithms MD5
Modes HMAC
Flags Extractable | Internal
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 8

Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096

Block size 64

Digest size 20

Key types Symmetric
Algorithms RIPEMD160
Modes HMAC
Flags Extractable | Internal
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 64

Digest size 20

Key types Symmetric
Algorithms SHA
Modes HMAC
Flags Extractable
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 64

Digest size 20

Key types Symmetric
Algorithms SHA
Modes HMAC
Flags Extractable
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 64

Digest size 28

Key types Symmetric
Algorithms SHA224
Modes HMAC
Flags Extractable
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Supported Mechanisms

FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 64

Digest size 32

Key types Symmetric
Algorithms SHA256
Modes HMAC
Flags Extractable
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 128

Digest size 48

Key types Symmetric
Algorithms SHA384
Modes HMAC
Flags Extractable
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FIPS approved? Yes
Supported functions Sign | Verify
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) 80
Maximum key length (bits) 4096
Block size 128

Digest size 64

Key types Symmetric
Algorithms SHA512
Modes HMAC
Flags Extractable
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FIPS approved?

No

Supported functions

Generate Key Pair

Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 1024
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0

Key types KCDSA
Algorithms None
Modes None
Flags Korean
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FIPS approved?

No

Supported functions

Generate Key

Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 1024
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0

Key types KCDSA
Algorithms None
Modes None
Flags Korean
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FIPS approved? No
Supported functions Wrap | Unwrap
Minimum key length (bits) 256
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 8192
Block size 0
Digest size 0
Key types RSA
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions None
Minimum key length (bits) 0
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0
Block size 0
Digest size 0
Key types None
Algorithms None
Modes None
Flags Not Listed

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions None
Minimum key length (bits) 0
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0
Block size 0
Digest size 0
Key types None
Algorithms None
Modes None
Flags Not Listed
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FIPS approved? No
Supported functions Digest
Minimum key length (bits) 0
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0
Block size 16
Digest size 16
Key types None
Algorithms MD2
Modes None
Flags Extractable
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 16
Digest size 16
Key types None
Algorithms None
Modes None
Flags None

Luna PCI-E SDK Reference Guide
Release 6.0 007-011329-007 Rev. A May 2015 Copyright 2015 SafeNet, Inc. Al rights reserved.



CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 16
Digest size 16
Key types Symmetric
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Digest
Minimum key length (bits) 0
Minimum key length for FIPS use (bits) 0
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0
Block size 64
Digest size 16
Key types None
Algorithms MD5
Modes None
Flags Extractable | Internal
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 64
Digest size 16
Key types None
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 64
Digest size 16
Key types None
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 64
Block size 64
Digest size 16
Key types None
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 64
Digest size 16
Key types Symmetric
Algorithms None
Modes None
Flags None
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FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 256
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 8192
Block size 64

Digest size 16

Key types RSA
Algorithms MD5
Modes None
Flags Extractable | Internal
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FIPS approved? Yes
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

The CKM_NIST_PRF_KDF mechanism only supports counter mode. CKM_NIST_PRF_KDF is always allowed. It
does not matter if the “allow non-FIPS approved algorithms” HSM policy is on or off. This mechanism can only be used
with DES3 CMAC or AES_CMAC as the PRF.

The SP 800-108 allows for some variation on what/how the information is encoded and describes some fields as
optional. To accommodate that, there are two encoding schemes you can specify:

¢ LUNA_PRF_KDF_ENCODING_SCHEME_2: the separator byte and the length of the derived key are not encoded
in the input data for the PRF.

* LUNA_PRF_KDF_ENCODING_SCHEME_1: both fields are included.

/* Parameter and values used with CKM PRF KDF and CKM NIST PRF KDF. */
typedef CK ULONG CK _KDF PRF TYPE;

typedef CK ULONG CK_KDF PRF ENCODING SCHEME;

/** PRF KDF schemes */

#define CK NIST PRF_KDF DES3 CMAC 0x00000001
#define CK NIST PRF KDF AES CMAC 0x00000002
#define CK_PRF KDF ARIA CMAC 0x00000003
#define CK PRF KDF SEED CMAC 0x00000004
#define LUNA PRF_KDF ENCODING SCHEME 1 0x00000000
#define LUNA PRF KDF ENCODING SCHEME 2 0x00000001
typedef struct CK KDF PRF PARAMS {

CK_KDF PRF TYPE prfType;
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CHAPTER 4 Supported Mechanisms

CK BYTE PTR pLabel;
CK_ULONG ulLabellen;
CK _BYTE PTR pContext;
CK_ULONG ulContextLen;
CK_ULONG ulCounter;

CK_KDF_PRF_ENCODING SCHEME ulEncodingScheme;
} CK_PRF KDF PARAMS;
typedef CK PRF _KDF PARAMS CK PTR CK KDF PRF PARAMS PTR;
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 8
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 8
Block size 0
Digest size 0
Key types None
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Derive
Minimum key length (bits) 8
Minimum key length for FIPS use (bits) 112
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 4096
Block size 0
Digest size 0

Key types Symmetric
Algorithms None
Modes None
Flags None

The CKM_NIST_PRF mechanism only supports counter mode. CKM_PRF_KDF is only allowed when the “allow non-
FIPS approved algorithms” HSM policy is on. This mechanism can be used with DES3 CMAC, AES_CMAC, ARIA _
CMAC or SEED_CMAC as the PRF.

The SP 800-108 allows for some variation on what/how the information is encoded and describes some fields as
optional. To accommodate that, there are two encoding schemes you can specify:

¢ LUNA_PRF_KDF_ENCODING_SCHEME_2: the separator byte and the length of the derived key are not encoded
in the input data for the PRF.

* LUNA_PRF_KDF_ENCODING_SCHEME_1: both fields are included.

/* Parameter and values used with CKM PRF KDF and CKM NIST PRF KDF. */
typedef CK ULONG CK _KDF PRF TYPE;

typedef CK ULONG CK_KDF PRF ENCODING SCHEME;

/** PRF KDF schemes */

#define CK NIST PRF_KDF DES3 CMAC 0x00000001
#define CK NIST PRF KDF AES CMAC 0x00000002
#define CK_PRF KDF ARIA CMAC 0x00000003
#define CK PRF KDF SEED CMAC 0x00000004
#define LUNA PRF_KDF ENCODING SCHEME 1 0x00000000
#define LUNA PRF KDF ENCODING SCHEME 2 0x00000001
typedef struct CK KDF PRF PARAMS {

CK_KDF PRF TYPE prfType;
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CK BYTE PTR pLabel;
CK_ULONG ulLabellen;
CK _BYTE PTR pContext;
CK_ULONG ulContextLen;
CK_ULONG ulCounter;

CK_KDF_PRF_ENCODING SCHEME ulEncodingScheme;
} CK_PRF KDF PARAMS;
typedef CK PRF _KDF PARAMS CK PTR CK KDF PRF PARAMS PTR;
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FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 1024
Block size 8

Digest size 0

Key types RC2
Algorithms RC2
Modes CBC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 1024
Block size 8

Digest size 0

Key types RC2
Algorithms RC2
Modes CBC_PAD
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt | Wrap | Unwrap
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 1024
Block size 8

Digest size 0

Key types RC2
Algorithms RC2
Modes ECB

Flags Extractable
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FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 1024
Block size 0
Digest size 0
Key types RC2
Algorithms None
Modes None
Flags None
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CHAPTER 4

Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 1024
Block size 8

Digest size 0

Key types RC2
Algorithms RC2
Modes MAC
Flags Extractable
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FIPS approved?

No

Supported functions

Encrypt | Decrypt

Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0

Digest size 0

Key types RC4
Algorithms RC4
Modes STREAM
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2048
Block size 0
Digest size 0
Key types RC4
Algorithms None
Modes None
Flags None
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2040
Block size 8

Digest size 0

Key types RC5
Algorithms RC5
Modes CBC
Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Encrypt | Decrypt
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2040
Block size 8

Digest size 0

Key types RC5
Algorithms RC5
Modes CBC_PAD
Flags Extractable
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FIPS approved? No
Supported functions Encrypt | Decrypt
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2040
Block size 8

Digest size 0

Key types RC5
Algorithms RC5
Modes ECB

Flags Extractable
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CHAPTER 4 Supported Mechanisms

FIPS approved? No
Supported functions Generate Key
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2040
Block size 0
Digest size 0
Key types RC5
Algorithms None
Modes None
Flags None
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Supported Mechanisms

FIPS approved? No
Supported functions Sign | Verify
Minimum key length (bits) 64
Minimum key length for FIPS use (bits) 64
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 2040
Block size 8

Digest size 0

Key types RC5
Algorithms RC5
Modes MAC
Flags Extractable
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FIPS approved? No
Supported functions Digest
Minimum key length (bits) 0

Minimum key length for FIPS use (bits) 0

Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 0

Block size 64

Digest size 20

Key types None
Algorithms RIPEMD160
Modes None

Flags Extractable | Internal
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FIPS approved? Yes
Supported functions Generate Key Pair
Minimum key length (bits) 1024
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) 1024
Maximum key length (bits) 3072
Block size 0
Digest size 0
Key types RSA
Algorithms None
Modes None
Flags None
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FIPS approved? Yes
Supported functions Generate Key Pair
Minimum key length (bits) 2048
Minimum key length for FIPS use (bits) 2048
Minimum legacy key length for FIPS use (bits) N/A
Maximum key length (bits) 3072
Block size 0
Digest size 0
Key types RSA
Algorithms None
Modes None
Flags None
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CHAPT